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ABSTRACT

Usability is an important aspect of security, because poor
usability motivates users to find shortcuts that bypass the
system. Existing studies on keystroke biometrics evaluate
the usability issue in terms of the average false rejection rate
(FRR). We show in this paper that such an approach under-
estimates the user impact in two ways. First, the FRR of
keystroke biometrics changes for the worse under a range of
common conditions such as background music, exercise and
even game playing. In a user study involving 111 partici-
pants, the average penalties (increases) in FRR are 0.0360
and 0.0498, respectively, for two different classifiers. Sec-
ond, presenting the FRR as an average obscures the fact
that not everyone is suitable for keystroke biometrics de-
ployment. For example, using a Monte Carlo simulation, we
found that 30% of users would encounter an account lockout
before their 50th authentication session (given a lockout pol-
icy of 3 attempts) if they are affected by external influences
50% of the time when authenticating.

Categories and Subject Descriptors

D.4.6 [Software]: OPERATING SYSTEMS—Security and
Protection, Authentication; H.1.2 [Information Systems]:
MODELS AND PRINCIPLES—User / Machine Systems,
Human factors

Keywords

Authentication, Human Factors, Keystroke Biometrics

1. INTRODUCTION

Keystroke biometrics has a long history of research. Prior
research has shown that typing patterns are unique to each
individual and can be effectively used to identify and authen-
ticate a user [1, 8, 15, 10, 9]. The advantages of keystroke
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biometrics include low cost (no requirement for specialised
hardware) and transparency of use [10].

However, being a form of behavioral biometrics, keystroke
biometrics has lower accuracy when compared to physical
biometrics due to the inherent variation in human behavior.
Such accuracy is usually evaluated using the false acceptance
rate (FAR), the proportion of anomalous attempts wrongly
classified as legitimate, and false rejection rate (FRR), the
proportion of legitimate attempts wrongly classified to be
anomalous. In terms of FAR, a recent work by Tey et al.
showed that typing patterns can be imitated [14], increas-
ing the FAR to unacceptable levels and thereby challenging
the uniqueness assumption. For FRR, prior research has
suggested that typing patterns are not resistant against ex-
ternal influences. For example, Cho et al. and Hwang et
al. showed that with active cooperation from participants,
typing patterns can be influenced by artificial rhythms and
cues [3, 12]. Khanna et al. showed that typing speed de-
creases under negative emotions and increases for positive
emotions [6]. Banerjee et al. suggested that changes in pos-
ture may also influence the typing pattern [2].

In this paper, we investigate the usability of keystroke bio-
metrics under various external influencing factors and condi-
tions. We identify a list of common conditions that may af-
fect user typing patterns and investigate the extent to which
the FRR is affected. Prior work has studied selected factors
with the aim of either improving typing consistency [3, 12],
or inferring information about the external factor from the
typing pattern [6].

We conduct a user study involving 111 participants and
measure the change in FRR using the Scaled Manhattan
classifier [1] and a bioinformatics based classifier [11]. We
find that the extent of influence depends on both the clas-
sifier and the external condition. The detailed analysis on
typing under different conditions can be found in Section 5.

We analyze the FRR and determine using a Monte Carlo
simulation the frequency of account lockout when keystroke
biometrics is used as the authentication technique. Our re-
sults show that keystroke biometrics deployment requires an
adjustment in the lockout policy. This however introduces
an undesirable trade-off in the FAR. We also show that not
everyone is suitable for keystroke biometrics and envision
that future research looks into novel ways to identify users
who are not unsuitable. We suggest a change in direction
from finding classifiers that have decent performance for all
users, to finding one that works well for a majority.



2. BACKGROUND

In this section, we present the background of keystroke
biometrics systems by briefly describing the two classifiers
used in our experiments. We discuss the reasons why we
choose these two classifiers in Section 3.

Keystroke biometrics systems collect information about
the typing patterns of users and compare it against reference
models in its database in order to perform identification or
authentication. In order to build the reference models, users
need to provide a certain number of training samples. In the
literature, the number of samples collected varies from 8 to
400 [7]. In this paper, we choose a training sample size
of 100. Given a test sample, the reference model produces
a score which is compared against the model threshold to
determine if the test sample should be accepted or rejected.

In the rest of this paper, given a set of n training vectors
each of length I, we use the notation ¢;; to denote the el-
ements in the training set, where 1 < i < n identifies the
training vector and 1 < j < [ identifies the element within
each vector.

2.1 Scaled Manhattan classifier

The Scaled Manhattan classifier [1] requires a mean vector
& and an absolute deviation vector d. Each element in &
and d is computed using the formulas:

> tis > lti — 24
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Given a test vector y, the anomaly score s is computed
using:

L
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2.2 Bioinformatics based classifier

The bioinformatics based classifier [11] computes a motif
vector using the following steps:

1. Computing a max vector m
m; = max tij

2. Mapping each vector in the training set t to a nor-
malised vector u such that:

Ui =
mij

3. Mapping each normalised vector w to a bin vector b
such that: b;;:

0 if0< uy <0.05

1 if0.05 < ug < 0.10

bi]‘ =
19 if 0.95 < u;; < 1.00

4. Computing a position specific scoring matrix P with
20 rows and [ columns from the set of bin vectors such
that each element py; of P is given by:

count, (b;; =k — 1)
n

where 1 < k < 20 and count;(b;; = k — 1) counts for
all ¢ the number of times b;; equals to k — 1.

Pkj =

5. Computing a motif vector f such that:

£ k if 3k : pr; > 0.8
77 ) =1 otherwise

6. Counting the number of positive elements in f. If it
is 21 or less, a new max vector m™ is computed such
that:

« m; x 1.1 if fj <0
m;j otherwise

Steps 2 to 6 are then repeated, substituting m™ for
m, until the number of positive elements in f is more
than 21. The last computed value of m is saved.

After obtaining the motif vector, to compute the anomaly
score s for a test vector y, a bin vector y™ is obtained follow-
ing steps 2 and 3. The score s is computed by comparing the
differences between y™ and f element by element as follows:

l 0 if 6=-1
s=_ D(y;,f;) where D(a,f)=q1 iff>0 a=4
= —1 820, a#p

2.3 Computation of threshold

Once an anomaly score is computed, a decision needs to
be made to accept or reject the test sample. This requires
a threshold parameter. For the Scaled Manhattan classifier,
scores less than the threshold (close to the mean vector) are
accepted. For the bioinformatics classifier, scores greater
than the threshold (better match with motif vector) are ac-
cepted. In either case, the threshold defines a multidimen-
sional boundary separating the acceptance space from the
rejection space.

[
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Figure 1: Comparison of classifier shapes

Figure 1 shows a possible arrangement of both classifiers
that are trained on the same 2-d training set. Note that
the centres of both shapes are not necessarily aligned. Any
changes in typing pattern can be visualised as a shift on the
diagram. Depending on the direction and magnitude of the
shift, the resulting sample may be accepted by one classifier
and rejected by the other. The Scaled Manhattan classifier is
comparatively more vulnerable to shifts along the direction
of the axes, while the bioinformatics based classifier is more
vulnerable to shifts at 45° to the axes.

3. DESIGN CONSIDERATIONS AND
APPROACH

High FRR results in usability problems because legitimate
users may be unable to access the system or find it very



frustrating to do so. This results in security problems, be-
cause it tempts users to bypass the system in ways that may
compromise security. For example, users may simply leave
their screens unlocked if the authentication process is incon-
venient. For this reason, it is important to identify usabil-
ity issues. This section documents the considerations that
affect our measurement of usability and our experimental
approach.

3.1 Feedback vs without feedback

In practical authentication scenarios, users know if the
last login attempt succeeded or failed. The focus of this
paper is to investigate the FRR after various user activities
and under various conditions. To provide a more realistic
evaluation, we decide to collect the data in our experiments
with feedback.

We are interested to know the effects on FRR when feed-
back is provided. After enrolment, we plan for 2 sessions,
one with feedback and one without. Comparing the FRR of
these sessions allows us to determine if feedback affects the
FRR, in which case existing evaluation methods may require
changes to take this into account. The outcome is presented
in Section 5.

3.2 Choice of conditions

There are a large number of possible activities and con-
ditions that could potentially induce changes of FRR in au-
thentication. In this section, we describe those that are cho-
sen and the rationale.

3.2.1 Background music and noise

Background music occurs fairly commonly in certain work-
places or during celebratory periods. Certain users may pre-
fer to work while listening to music. Certain environments
may also be noisier in various circumstances. Prior research
by Cho et al. and Hwang et al. showed that if a rhythmic
music is played and users are instructed to actively follow
the rhythm when typing, there is a change in their typing
pattern [3, 12].

In our case, users are under passive influence. It is possible
that a similar though reduced effect exists. For this exper-
iment, we choose to play the fast paced ‘The Dark Knight
Rises’ soundtrack by Hans Zimmer.

3.2.2 Low lighting and time pressure

Low lighting conditions arise in meeting rooms darkened
for presentation or voluntary blackout events such as Earth
Hour. For users who need to orientate their fingers by look-
ing at the keyboard but who are not using a backlit key-
board, it may slowdown their typing.

Time pressure is a very common emotional condition of
modern life that may affect the typing pattern. Prior re-
search by Khanna et al. [6] showed that it is possible to
infer changes in the emotion from the typing pattern. We
ask in this paper whether the change in FRR is significant
when there is a change in emotion due to time pressure.
However, the inducement of time pressure needs to be done
without causing the participants distress or causing them to
type haphazardly. We display a ticking timer and inform
the participants to complete their typing before the timer
runs down, while offering a reward for the participant with
the lowest FRR. Refer to Section 4.3 for the rationale of this
reward.

The results from the low lighting and time pressure ex-
periments also allow us to answer this question: during an
emergency in a critical infrastructure environment, can an
operator working under emergency backup lights and time
pressure unlock his control station?

3.2.3 Plaster

A plaster applied around a finger is a common remedy
for minor ailments. Although its occurrence may be rare,
once applied, any effect on the typing pattern persists until
the removal of plaster or the recovery of the underlying ail-
ment. It is therefore interesting to evaluate its effect because
existing evaluation methods are likely to exclude it.

3.2.4 Standing

We include standing because of past experience where it
was observed to occur. Such a scenario may also arise in
field work where standard office amenities are not expected
to be replicated. It is known that posture affects typing pat-
tern [2]. Our focus in this paper is the quantitative change.

3.2.5 Change of keyboard

Our emphasis is on the quantitative aspect of the change
in FRR when there is a change of keyboard. This scenario
is interesting because the outcome determines whether the
keystroke biometrics database needs to be trained for dif-
ferent input devices. BYOD (Bring Your Own Device) de-
velopments, shared workstations, and even helpdesk techni-
cians who may need login access to user devices are examples
where a quantitative analysis is useful.

We include in our experiments only participants who are
laptop users. Our experiments measure the change in FRR
when they switch from the laptop keyboard to a standard
external keyboard or an ergonomic keyboard.

3.2.6 Computer gaming and physical exercise

Both computer gaming and physical exercise are very com-
mon activities. Both induce emotional changes and possibly
physical muscle strain. For our experiments, we look for
participants who already have existing gaming or exercise
habits. The experimental structure is designed to fit in with
their routine rather than having the researchers dictate to
them what they should do. For exercise in particular, we
need to emphasise this point to the participants to avoid
increasing the chance of injury.

For the gaming and exercise conditions, there is a possibil-
ity that the effect is long lasting and persists well beyond the
end of the activity. We include an experiment to measure
the FRR change after different rest periods.

3.3 Choice of userid and password

We choose as password the string ths.ouR2 which had
been shown to be more difficult to imitate [14]. This pass-
word also fits the complexity criteria in user environments
and is in our opinion not atypical of actual user passwords.
We choose user1024 as the userid. We acknowledge the
great diversity of userids in use. However, we have the
constraint of choosing only one userid for all participants
to avoid introducing the effect of typing difficulty into the
sample data. We also need to avoid choosing a userid (e.g.,
based on a common name) that may be more familiar to
some participants than others. The string user1024 repre-
sents a good compromise in our opinion.



3.4 Choice of classifier

We compute the results using two classifiers. We choose
the Scaled Manhattan classifier by Araujo [1] because it was
identified as the best classifier (in terms of accuracy) in a sur-
vey by Killourhy and Maxion [7]. We choose as the second
classifier, the bioinformatics based classifier by Revett [11],
which was identified (in another survey) by Banerjee [2] as
a classifier with good accuracy.

For experiments involving feedback, it is unrealistic to
provide feedback from two classifiers at the same time. We
choose arbitrarily to provide feedback for only the Scaled
Manhattan classifier.

4. EXPERIMENT

In this section, we describe our experimental setup given
the considerations discussed in Section 3. The basic idea
of the experiments is to engage the participants in certain
activities and conditions, and to measure the FRR of their
authentication attempts. The whole study is divided into
three sessions: sl, s2, and s3. sl is conducted to build an
anomaly dataset for training the classifier. s2 and s3 are
conducted in a lab environment. s2 involves experiments
that are unlikely to have any long-term effects on typing
patterns while s3 involves experiments that may have long-
term effects. Figure 2 shows the various stages of s2 and s3.
Note that s2 and s3 are conducted on different days.

4.1 Participants and Setup

We recruit a total of 111 students in our tests. We receive
IRB approval from our university, and compensate the par-
ticipants for completion of the entire set of tasks. Table 4.1
summarises the participant demographics of our study.

[ Experiment [ Male | Female |
Background Noise 11 7
Low Light 16 7
Time Pressure 10 8
Plaster 9 8
Standing 14 4
Ergonomic KB 4 4
Standard External KB 6 3
Exercise with 45 min rest 14 4
Exercise with 15 min rest 11 5
Heavy Gamer with 45 min rest 16 4
Heavy Gamer with 15 min rest 11 7
Light Gamer with 45 min rest 9 9
Light Gamer with 15 min rest 9 12

Table 1: Demographics

4.2 s1: Anomaly dataset collection

sl collects typing samples for the purpose of building an
anomaly dataset. Each participant contributes 5 samples
(without feedback of the classifier acceptance) for use as
anomaly data for other participants. FEach of them is re-
quired to type in a userid and password (provided by us)
via our web interface. Participants are paid $4 for sl. Fig-
ure 3 shows the interface used.

This part of the study is designed to be conducted online.
However, as some participants were unable to access the web
interface due to technical glitches (e.g., browser compatibil-
ity), they completed sl in a lab environment prior to the

start of s2. For these users, their typing patterns are ex-
cluded from the anomaly data set so as to ensure everyone
uses a largely similar set of anomaly data. Out of 111 partic-
ipants, 60 contributed 5 samples each for the anomaly data.
Each of these participants’ anomaly data-set contains 59x5
samples. The remaining 51 participants’ anomaly data-set
contains 60x5 samples.

Experiment

Please type the dummy userid (shown underlined) into the text box.
Press "ENTER".

Then type the dummy password (also underlined) into the text box.
Then press "ENTER" again.

You may be prompted to retype if there are spelling errors.

After pressing ENTER, the input box will be disabled temporarily
(greyed out) while your data is uploaded.

Number of correctly typed samples submitted: 8
Maximum number to type: 55
Last submitted sample: login success

userid (user1024)
password(ths.ouR2) [ ]

Figure 3: User Interface for data collection

4.3 s2: Experiments with short-term effects

s2 is designed to investigate the effectiveness of keystroke
biometrics under certain scenarios that we consider to have
short-term effects. It is conducted in a lab environment post
sl.

Participants are first required to answer a questionnaire
capturing their emotional and physical state. This is fol-
lowed by the creation of the training set whereby partici-
pants type 50 samples of the userid and password pair thrice
with a gap of 10 minutes between each period. As discussed
in Section 3, we design the session such that each collection
period is short. We use the first 100 samples to train the
classifier and the next 50 to calculate the FRR under no-
feedback conditions, where there is no indication whether
prior authentication attempts were successful.

Next, after a rest of 15 minutes, participants are asked
to type 55 samples with feedback. We use the submitted
samples to calculate the FRR, with feedback, for that user.
This FRR is compared with the FRR (under no-feedback
conditions) to observe the impact of feedback (if any) on a
participant’s FRR. We show the result of this evaluation in
Section 5.

Finally, after another 15 minutes of rest, participants are
asked to submit 55 samples under the following conditions:
listening to fast music, with a plaster on the right index fin-
ger, using an ergonomic keyboard, using a standard external
keyboard, under time pressure, under low light, and while
standing (see Section 3.2).

Participants are encouraged to type the samples consis-
tently and are in fact provided with a monetary incentive of
$4 for doing so. The reason is that in practice, there is a
natural penalty (account-lockout, repeated attempts) that
discourages haphazard typing. This is missing in an ex-
perimental setting. The $4 incentive compensates for this.
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Figure 2: Experimental structure — PCn: Type userid and password n times, O: No feedback to user on

the acceptance of their typing pattern (by the classifiers), <1: Users are asked for their perception before
providing the feedback, >: Feedback is provided to user, $: Amount paid for session, $+: amount paid as

bonus for meeting certain criteria.

There is a possible risk of overcompensation that mask a
worse FRR increase. However, the incentive provides cer-
tainty of the lower bound of the FRR increase.

At the end of s2, participants answer a questionnaire on
the task experience. Note that samples with any typograph-
ical errors are not collected, but the count and order of such
samples are recorded. Participants are required to retype
whenever they make a typographical error.

4.4 s3: Experiments with long-term effects

The aim of s3 is to investigate the effectiveness of key-
stroke biometrics under scenarios that we consider to have
relatively long-term effects. Similar to s2, participants first
answer a questionnaire stating their emotional and physi-
cal states. We then collect the baseline typing pattern (55
samples) of each participant.

After the collection of baseline samples, participants are
asked to perform the assigned activity (either playing a com-
puter game or going to the gym). Each activity lasts for 60
minutes following which participants return to the lab to
type 55 more samples as in s2.

After this sample collection, participants are divided into
two groups. The first group is allowed to rest for 45 minutes
following which 55 more typing-samples are collected. This
is done to observe the effect of a long rest duration on the
accuracy of their typing. Users are not allowed to use their
smartphones or laptops during this rest period. They are,
however, allowed to read magazines and other periodicals
(provided by us) to pass time. This is to ensure that no typ-
ing is performed during the rest period, thereby minimising
any undesirable influence on subsequent sample collection.

The second group is allowed to rest only for 15 minutes
after which they are asked to type 55 samples. This cycle
of a 15 minute rest followed by typing 55 samples is then
repeated. This is done to observe the effect of intermittent
rest on the accuracy of their typing. As in the first group,
the participants do not perform any other typing. At the
end of s3, participants answer a questionnaire on the task
experience.

S. RESULTS

In this section, we present the results of our experiments.
We omit the results for the experiments involving long term
and intermittent rest at the end of s3. This is due to both
the brevity of space and the inconclusive results for those
experiments.

In our analysis, the significance level is computed using a
paired student’s t-test. Paired t-test is used because it indi-

cates (subject to a confidence level) whether there is a dif-
ference in the FRR with and without the environmental in-
fluences. Our null hypothesis is that there are no changes in
FRR. The alternative hypothesis is that there are increases
in FRR. A single-tailed test is used because we assume any
changes in typing pattern increase the FRR. Subsequent re-
sults (see Figure 7) support this. The significance level fol-
lows a standard text book classification [5], where the de-
scriptions ‘highly significant’, ‘significant’ and ‘weakly sig-
nificant’ are used to describe p-values in the ranges of [0,
0.01), [0.01, 0.05), and [0.05, 0.10), respectively. The crite-
ria for pairing is based on the user.

5.1 Participant fatigue and feedback

In this section, we address concerns relating to participant
fatigue and the provision of feedback that may affect the
validity of our results.

5.1.1 Number of samples collected

First, we want to know whether the number of samples
typed (55) is overwhelming and causes those typed later to
be significantly different from those typed earlier. Figure 4
shows the relation between the average FRR for all partici-
pants and the sample index for the s2 baseline experiment.

0.16
0.14
0.12
0.1
0.08
0.06
0.04
0.02
0 T T T T T

FRR

Sample index

Figure 4: Effect of number of samples collected on
the FRR

The coefficient of correlation between FRR and sample
index are 0.4339 and 0.3994 for the Scaled Manhattan and
bioinformatics classifier, respectively. This means that there
is statistical support for the intuition that latter samples
tend to have higher FRR than earlier samples. The slope of
the regression lines through the two sets of data are, how-
ever, just 0.0007885 and 0.0007228, respectively. Therefore,
the effect is not overwhelming. The time taken to collect 55



typing samples range from 3.5 min to 12.2 min, with an av-
erage of 5.3 min. The typing time is therefore short relative
to the rest period.

5.1.2 Feedback vs no feedback

We compare for all participants the FRR of the samples
collected without feedback with their session baseline which
is collected with feedback. For the Scaled Manhattan clas-
sifier, the mean FRR of samples collected with feedback
is 0.01106 higher than that without feedback. However,
the difference is not statistically significant. On the other
hand, the difference for the bioinformatics based classifier is
0.01427 and is highly significant.

If participants ignored the feedback, there should not be
any significant differences. The results therefore suggest
that users are not ignoring feedback and, surprisingly, are
affected by it in a negative way. A possible explanation is
that when users are trying hard to make sure they are typing
“correctly”, their typing pattern actually becomes slightly
different from their enrolment pattern. This factor is not
accounted for in existing literature and justifies our decision
to collect typing samples with feedback.

5.2 Change of input devices

Table 2 shows the change in FRR when the input device is
changed from the laptop keyboard to an external keyboard
or an ergonomic keyboard. For both cases, the changes are
large and highly significant. The Scaled Manhattan classifier
is more adversely affected compared to the bioinformatics
based classifier. Most people are unfamiliar with ergonomic
keyboards and that has resulted in an extremely high FRR.

Exp N T SM-B | SM-D [ BIO-B | BIO-D

Ext. KB | 9 | 0.1010 | 0.1697 | 0.0747 | 0.0889

FErgo. KB | 8 1 0.0818 | 0.7500 | 0.0841 | 0.6182
Table 2: Effect of device factors on typing pat-

tern. N: number of participants. SM-B: Baseline
FRR (Scaled Manhattan). SM-D: Increase in FRR
(Scaled Manhattan). BIO-B: Baseline FRR (Bioin-
formatics). BIO-D: Increase in FRR (Bioinformat-
ics). All changes are highly significant.

It is clear from our results that patterns obtained using
one keyboard should not be used to authenticate users when
typing on a different type of keyboard. Given that in both
home and corporate environments, owning multiple devices
such as both a PC and a laptop is a common scenario, the
results raise the question of how keystroke biometrics de-
ployment should handle multiple input devices. A straight-
forward solution is to enrol the user multiple times, once for
each device. However, it remains unclear whether a user can
maintain a consistent typing pattern for each device when
one is used only occasionally. We do not explore this issue
in this paper and leave it as future work.

5.3 Effect of various conditions on FRR

Figure 5 summarises the effect of the conditions discussed
in Section 3. We can see that other than the fast mu-
sic experiment under the Scaled Manhattan classifier, all
other conditions exhibit varying degrees of statistical signif-
icance. Different classifiers and groups of participants are
affected differently by these conditions. The standing con-
dition, plaster, and exercise are among the factors making

the larger differences, although such changes in FRR are not
as big as those observed with the change in input devices.

The result for fast music is interesting. The change in
FRR for the Scaled Manhattan classifier is minor and sta-
tistically insignificant. This contrasts with the one observed
for the bioinformatics classifier. An explanation can be made
based on a shape based interpretation of these two classifiers
(see Section 2). Any changes in typing pattern corresponds
to a multi-dimensional movement. It is therefore possible
to move beyond the enclosure of one classifier region while
remaining in the other classifier region.

Participants in the fast music experiment report that they
type faster. Referring to Figure 1, this corresponds to a
diagonal movement towards the approximate direction of
the origin in a 2-d setting. The exact direction depends on
the relative extent of movement in each dimension. This
means that for the fast music experiments, the participants’
typing pattern moved out of the bioinformatics region, but
remained in the Scaled Manhattan region.

6. LOCKOUT AND ANNOYANCE

Even without keystroke biometrics, there is an FRR due
to typing when users remember their passwords correctly,
but type them wrongly. It is not a serious problem in prac-
tice because if a user makes typing errors on the initial tries,
he can slow down and ensure the subsequent attempt is cor-
rect. With keystroke biometrics, such a strategy is no longer
workable. If a user slows down, he increases the FRR due to
keystroke biometrics. If he does not slow down, he increases
the FRR due to typing mistakes. Implementing keystroke
biometrics therefore increases the overall FRR of the system
by more than just the keystroke biometrics FRR.

In this subsection, we investigate what the impact of this
increase would be, in terms of both the likelihood of account
lockout and the user reaction. To estimate the effect of the
overall FRR on the user experience, we conducted a Monte
Carlo simulation. We divide the users into groups based on
the conditions shown in Figure 5. The simulation first picks
a group, then a user within that group, both randomly. The
overall FRR is computed for 2 cases: (a) baseline only, with-
out any influence of the selected condition and (b) baseline +
condition. The overall FRR takes into account both typing
errors and keystroke biometrics error. The simulation com-
putes, for each login session, the number of tries required to
login.

Figure 6 shows the cumulative percentage of users who will
encounter a lockout after a certain number of login sessions.
For example, approximately 30% of users will encounter a
lockout before their 50th authentication session if the lock-
out policy is 3 attempts and if, in 50% of the trials, they are
under the influence of one of the conditions of Figure 5.

Figure 6 shows that keystroke biometrics is not for every-
one. Even with a lockout policy of 5, approximately 10% of
users will find keystroke biometrics very frustrating to use.
This suggests that finding classifiers that work for all users
is a difficult task. A possible alternative is to find classifiers
that work well for the majority. The unsuitable minority
requires an alternative login mechanism.

Figure 6 also shows that deployment of keystroke biomet-
rics must come with an adjustment in lockout policy, but
at a cost in security. Keystroke biometrics is considered as
a security mechanism to enhance the security of weak pass-
word [10]. However, when the password is weak and the
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Figure 5: Effect of various conditions on typing pattern (baseline and increase in FRR). Numbers in brackets
indicate the number of participants. A: highly significant. *: significant. ~: weakly significant. x: not

significant.

LO=3BL +~ LO=5BL ~ LO=3EV » LO=5EV =

%45
S 40}
: %
8 o5t
o 20}
£ 15}
S 10 ¢
E 5]

0
© o

900

Number of login sessions before lockout

Figure 6: Number of authentication sessions before
user gets lockout. LO: Lockout policy. BL: Base-
line (no environmental factors). EV: Environmental
factors in effect 50% of the time.

lockout is adjusted to 5, the added security may be modest.
Table 3 shows the chance that an attacker can break into a
system if he already knows the password. For an FAR value
of 0.05, the overall FAR is 0.22622 if the attacker is allowed
to make 5 attempts. In other words, approximately 1 in 4
such attempts will succeed.

FAR
0.01 0.02 0.05

Lockout Policy | 0.001

1 0.00100 | 0.01000 | 0.02000 | 0.05000
2 0.00200 [ 0.01990 | 0.03960 | 0.09750
3 0.00300 | 0.02970 | 0.05881 | 0.14263
4 0.00399 | 0.03940 | 0.07763 | 0.18549
5 0.00499 | 0.04901 | 0.09608 | 0.22622

Table 3: Chance of attacker success before lockout
(detection).

Other than lockout, we are interested in possible user an-
noyance. We asked the participants for their reactions if, on
average, they need to type their credentials multiple times
before they can login. Table 4 summarises the responses.

Figure 7 shows the cumulative percentage of users who
will encounter a login session in which they succeed but find
very annoying. For example, more than 40% of users will

2 tries | 3 tries | 4 tries | 5 tries
Okay 37.62 5.94 0.99 0.00
Mildly annoying | 51.49 | 51.49 16.83 3.96
Very annoying 10.89 | 42.57 | 82.18 | 96.04

Table 4: User response (%) to the number of tries
require for authentication. E.g. 10.89% of users are
very annoyed if they need 2 tries to login.
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Figure 7: Number of authentication sessions before
user encounters a very annoying one. LO: Lock-
out policy. BL: Baseline (no environmental factors).
EV: Environmental factors in effect 50% of the time.

encounter an annoying session before their 50th authentica-
tion session if the lockout policy is 5 attempts and if, in 50%
of the trials, they are under the influence of the conditions
in Figure 5. The occurrence of annoyance is lower when the
lockout policy is 3 because users get locked out before they
have a chance to succeed (but feel annoyed). This shows
that even after solving the lockout problem, keystroke bio-
metrics still has to contend with user frustration over the
multiple login attempts required.

7. LIMITATIONS

We discuss some limitations of our experiments in this
section. In both sessions s2 and s3, we ask participants to
abstain from exercise and gaming for the prior 24 hours, to
avoid introducing any possible influence from these activi-



ties. We are dependent on the participants to observe these
restrictions in good faith.

In our experiments, we collect the typing samples via a
web based interface using participants’ own laptop. The
latter is because we want to ensure they are using a familiar
keyboard layout. However, this also implies that the input
devices come in a variety of OS and hardware. In particu-
lar, the timing granularity varies. For Windows XP systems,
this can be up to 16 ms. In the literature, the timing gran-
ularity varies from 0.2 ms [7], 1 ms [1] and 10 ms [13, 4]. To
ensure timings are collected accurately, we also exclude lap-
tops which are overloaded with too many computationally
intensive background processes.

In all our experiments, a single password is used. That
password is chosen to be difficult to type, which unfortu-
nately increases the chance of typing it wrongly, and in turn
increases the FRR. If participants are to use an easier pass-
word, the number of typing errors should decrease. How-
ever, we believe our chosen password is more representative
of those mandated by corporate security policies.

8. CONCLUSION

We find that various environmental factors such as playing
computer games, exercise, lighting conditions, fast music,
emotional pressure, and even the application of a plaster on
one finger result in varying increase of FRR. Different users
are also affected differently. Certain users are shown to be
unsuitable for keystroke biometrics. This suggests that in-
stead of a research direction that attempts to find classifiers
that work for all users, a more practical approach may be
to find users who have low baseline FRR and are tolerant
towards environmental changes. This implies a hybrid ap-
proach where keystroke biometrics is implemented for only
a subset of users, and is complemented by an alternative
authentication mechanism.
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